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Executive Summary

Security remains a constant concern for public agencies. At
the end of the day, security is all about risk mitigation. How
much risk is an agency willing to accept, and how much are
they willing to spend to lower that risk to an acceptable level?

There are multiple ways to lower risk, such as:

Increasing situational awareness through continuous
monitoring of network, data, hardware, and personnel
resources.

Tightening security policies for employees and guests
moving within buildings.

Increasing physical security measures when entering
the building.

Isolating physical networks.

Using stronger authentication mechanisms (multi-factor
authentication).

Implementing an identity management system.

Unfortunately, these solutions all come at a financial cost and,
in some cases, can actually prevent employees from doing
their job, impacting their productivity.

In a previous paper, the basics of integrating physical and
logical security are explained. The basic premise of the paper
is that nobody is allowed access to the network without first
swiping an ID badge at the door. That way, only persons that
have identified themselves to the physical plant are granted
access to the logical plant, or to the network. This provides

a multi-factor authentication scheme without having to
significantly change social behavior.

The integration of physical and logical security is much
more than connecting network devices. Truly integrating the
systems, and creating a single version of “the truth,” allows
the use of a significant number of data points by all systems
to determine the identity or authorization of an individual

or device. But this information only helps if the systems

are talking with each other and know how to translate the
information being shared.

This paper is the second in a series of three, expanding on
the first paper while introducing some alternatives to the

list above. This paper suggests that by using some non-
traditional devices in a security arsenal, and by using the
network as the platform, an organization can significantly
increase its security posture and reduce risk without requiring
significant behavioral engineering or infrastructure costs.
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Challenges in Risk Mitigation

Many factors can impact an organization’s threat level. For
instance, knowing the number of people in a building at any
point in time can help to determine if the building has been
completely evacuated in the case of an emergency.

Location and identity are key factors in this discussion.
Knowing the identity of the person that is entering the building
or accessing secured data is critical for a good security
posture. The better the identification method, the lower the
risk. Additionally, knowing where a person is located while
they are trying to access sensitive information can make a
difference as well. Again, the more data points available when
making a decision, the lower the risk.

Location

How does location factor into the risk mitigation or security
picture? One example might be that an engineer has access
to a particular set of plans only while he or she is on the plant
floor. If nobody can access those plans without physically
being in the building, you significantly lower the risk that
someone will copy them and share them with a competitor.

“Location” has many different definitions in these situations;
it can be any one of the following:

A multi-block or square mile campus

A doorway or specific card reader, as in the case of
physical access

A hallway, closet, or office

A GPS coordinate on a map

The floor of a building

A department in a store
Moreover, there are multiple ways that location can be
determined:

Physical blueprint

Wireless location-based services

GPS satellites

A combination of any of the above

Determining location is not an easy task, depending on what
type of location you are trying to determine. This paper
explains how any of these locations types can be taken into
account and used as additional data points in determining
access for a particular user or device.


http://www.cisco.com/web/strategy/docs/gov/pl-security.pdf

Identity

Identifying an individual may seem like an easy task, but
without DNA testing or a technology like retina scans, there is
no way a system can be sure it knows who is accessing the
data or facilities.

As has been said, the more data points available to identify
the person, the lower the risk of the system getting it wrong.
The idea here is to determine how to increase the number of
data points when making a decision without significant cost or
behavioral engineering.

Current Technology

Before getting into some alternatives to existing security
measures, let’s briefly discuss some widely used technologies
and their possible benefits.

Picture ID cards

Many organizations require employees to wear photo ID cards
on the outside of their clothing while in the facility so that they
can be readily recognized as an employee. This is certainly

a good way to make sure that no unidentified guests have
entered the building.

What happens if an employee forgets their badge at home?
Not many people would go back for their badge; typically,
they will try to “tailgate” into the building, then attempt to
get around for the day without having a badge. If another
employee or security person does not challenge them, they
likely will be able to perform their job. Another alternative

is to get a temporary badge, which is typically required.

As discussed in the previous paper, not allowing network
access without first badging into the building is a good way
to ensure that all employees have either their badge or a
temporary badge on their person, thereby limiting the risk of
unidentified guests.

One downside of the badge-type card with a swipe strip

is that it is typically only used one-way. In other words, the
card reader is outside of the building. Even if the user has to
swipe their badge on the way into the building to gain access
to the network, there is no concept of egress unless there
are badge readers inside all of the doors, or something like
a turnstile that allows users to enter and exit a building with
a swipe of the badge. This does solve the problem, partially,
but can be expensive to install and maintain.
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Without being able to track egress, it is difficult to know when
an employee has left a facility. Even if a user is required to
swipe their badge before accessing the network, once that
user leaves, their network ID will still be authorized to access
the network, leaving a potential security hole inside of your
facility. This will be discussed in a bit more detail later in

this paper.

A bigger concern would be that of a lost badge. Once a

badge is lost, it takes a period of time before that person
realizes that—or, worse yet, accepts the fact that—the badge
has been lost. During that period of time, anyone that finds
the lost badge now has access to the facilities. Since most
badges have the company name, the user's name, and, in
some cases, the user’'s employee number or other identifying
information, the finder has enough information that, with a little
investigation, could give them more than just physical access.

There is always the option to go the way of some agencies
and have only a picture and color code that represents
clearance or access. That way, it is easy to determine
whether an individual is an employee and has clearance to be
in a particular area. Providing a picture of the individual and

a code or color sequence should be enough to make that
determination at a glance.

Smart cards

Smart cards offer the added benefit of being able to be
used to access the network as a multi-factor authentication
mechanism when used with a user ID and password. This
strategy certainly lowers risk.

However, the smart card has all the shortcomings of the
picture ID card—and may be even worse. As the ability to store
information on a smart card increases, as does the card’s
storage capacity, more information is put at risk if a smartcard
is lost. Once the card is lost (or stolen), the person that has
possession of that card can take all the time they want to
decode the information. There is nothing that will remotely
wipe the data from that card, so the information is at high risk
for being compromised.

There is also the issue of backup. If you are going to start
keeping more data on a smart card, you must have a backup
plan in place. It's one thing to have the data compromised,
but yet another to lose all of that information. Who doesn’t
keep a spare key to their car in their house in case they lose
one? The technology for smart cards keeps increasing, but
the technology to support the data on the smart cards (other
than cloud technology, which needs applications) doesn’t
seem to be increasing at the same rate.



Alternative Technology

Now for some alternatives by applying non-traditional thinking
to existing devices.

Smart phones

Smart phones are replacing more and more technology
devices. Devices like MP3 players, high-definition cameras,
video recorders, and GPS devices are all examples of
technologies that now reside on a smart phone.

More and more information is being stored on smart phones,
and more and more users are carrying them. As discussed
previously, how many people would go home to retrieve a
forgotten ID badge? Alternatively, how many people would
leave their house without their phone—and how many would
go back for them? Predictably, the number is much higher
than those that would go back for a forgotten badge.

While a smart phone offers many security benefits, wearing
a smart phone so others can see a picture of the employee
is not the most economical means of visually identifying
one’s self. So, the picture ID might need to stick around
just a hit longer.

Smart devices

This previously mentioned smart phone theory isn’t limited

to just smart phones. Most of the same abilities are available
with other technologies such as tablets, laptops, and other
similar devices. There are use cases that could use GPS
locator abilities in an automobile to decrease risk in identifying
an individual.

In practice, these devices provide more than just
identification. With applications like Box, Dropbox, 1Password,
and others, individuals can carry everything they need to have
access anytime, anywhere, and also enjoy backups and other
capabilities, all on a single device.

Arguments for smart phones and devices

As discussed previously, there is the issue of egress. When
is it known that an employee has left the premises and their
network access should be revoked? With a smart phone, it
can be set so when an employee or other authorized person
arrives on campus, the phone authenticates to the network.
This is a specific interaction that can be tracked. Additionally,
when the device leaves the wireless network, another
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definitive event occurs. It's not a stretch to use this interaction
between the smart phone and the wireless network to
determine when an employee is on campus. It becomes
another data point in the determination of one’s access
permissions. If the employee’s smart phone has authenticated
to the network on campus, then their badge swipe will

allow them in the door of the facility, and they can access

the network because they swiped their badge. Conversely,
once the person leaves the facility, and is out of range of the
wireless network, their network ID privileges are revoked until
they go through the process again. Notice how we just took

a single-factor authentication mechanism (workstation logon)
and turned it into a multi-factor authentication mechanism
without having the user do anything different than they do
today. The biggest hurdle to enhanced security is typically
behavior modification, and in this case, none was required.

Additionally, a smart phone can be used for GPS location
coordinates, like with Google Maps, or could be used as

a location-based services (LBS) device on the wireless
network. So, by using LBS, you have a way to identify the
number of individuals in a building, in a department, or in a
particular location. This can be useful in an emergency, not
only to determine whether everyone is out of the building,
but also to be able to quickly locate an injured worker within
the building.

Smart phones vs. smart cards

A pessimist would say that users will not get to a point where
they trust all of their data on a smart phone. One must take
into consideration that there certainly won’t be a space issue,
as the smart phone will almost surely have the technology to
store as much or more than a smart card ever will. From a
security perspective, if a smart phone is lost or stolen, there
is the ability to remotely wipe the device, thereby keeping
the contents private. Additionally, most of the smart phones
available today are regularly backed up as a matter of use.
So, the smart card is likely going to go the way of the video
recorder, at least as a security device. There will likely be a
place for the smart card in IT for the foreseeable future, but
suddenly smart cards aren’t so smart anymore.



Conclusion

This paper discussed alternatives to identity cards and
technology that can help to significantly reduce the
risk for unauthorized access to buildings, documents,
workstations, and other high-risk areas. In the past,
the reason for not deploying these technologies was
either cost or insufficient technology. This is no longer
the case: The technology is available today, and with
some enhancements to existing technology, this can be
done now.

Instead of being worried about the risks associated with
a “bring your own device” (BYOD) policy, IT departments
should embrace the concept. With the appropriate
policies in place and the technology that is available
today, you can actually reduce risk and increase your
security posture instead of creating what most believe

is a security risk.

There is no one right answer. In the end, what is
deployed will be a combination of technologies that
are right for your environment, and will provide your
organization with the risk that you are willing to accept.
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